How to develop secure human behaviour?
Closing the gap between knowing and doing
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Founded In Information Security Creating a
1999 as & positive security
InfoSecure Privacy culture
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Technology, organisation and ..... humans

Almost 90% of Cyber Attacks are
Caused by Human Error or
Behavior

By Ross Kelly - March 3, 2017

Few store managers would respond to
revelations that a junior assistant had
been stealing from the cash register by
investing thousands of dollars in new
security cameras. It could be far cheaper
for them to instill hiring practices that
vet employees and keep the bad ones

out.

But all too often CEOs confronted with

cyber attacks tend to do the opposite: they fret about possible weaknesses in their

technology defenses, rather than taking a hard look at the people in their organization.
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A Insufficient management commltment
Q Not the right skills m—
3 Approach not rlsk driven




Why we know, but don’t do

Source: Tali Sharot, ‘The optimism bias’



v" Involve management

v" Organise the right project team

v" On-boarding For new employees
v" Information security fundamentals

A Working Day at the OFfice

Weicome to the basic introduction module for iformation securtty.

In this module, you will learn how to process information in a
e way.
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Is broadcasting knowledge sufficient?




Behavioural change

<pen minded '
QamtammD @derstandmg !%\N!
< Doing > <Wlllmg > '

Source: M.F.K. Balm, ‘Behavioural change model’
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Moving with pleasure
and
Freezing with Fear









Ebbinghaus Forgetting curve
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Learning piramid & retentie

Lecture Readlng
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Using a blend of approaches results in a substantial increase in knowledge retention

Source: Institute For Applied Behaviour Sciences
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Feedback via light
80.00% - emitting diode boards
and electronic mail
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Figure 3. Hand hygiene compliance by week during impact period following feedback.
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Normative beliefs

Please reuse your towels to safe money

Help safe the environment.
You can show your respect for nature 3
by reusing your towels during your sta

75% of the guests who also st'ﬂ in this room

Goldstein, N.J., Griskevicius, V., & Cialdini, R.B. (2007). Invoking Socia

improving hotels’ linen-re-use programs. Cornell Hospitality Quarterly
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Normative beliefs - One

9 out of 10 people in Britain paid their tax on time +5%
9 out of 10 peop yourte on time R
. -9 out uF"]U'ﬁe paid their tax on timed = o 8
e and vnu-are-o | le Who have not pald yet %

Source: UK Behawou,ral la3|ght.s Eam Cabmet Office



PDCA approach: immediate Feedback with awareness dashboard

Engagement Dimensions - All Teams.
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Monitor )Q Knowledge & skills

Report compliance and offer Feedback



Use a risk based approach
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Part 1.1 About the Phishing module =1
Dne Minute Security Flash =

Phishing & Malware =
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Theme: strong passwords |
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Use of passwords e e e e e e e e e e

1n 2 few minutes, you wi

One Minute Security Flash
Strong Passwords

Enter a letter.

Ent letter

Guess a letter

Engagement Score. Engagement Score - Mo
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Ingagement Score - Teams.

Net Promoter Score
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Theme: social engineering / ORe

0 Development

Social engineering

One Minute Security Flash
Social Engineering

Social engineering
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Theme: USB sticks Ohe
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Mobile fevices




Working in the cloud
Weicome to the traning Working in the cloud!

In this training you will leamn about the pros and cons of diferent cloud
servces

At the end of this training. you will know how 1o work safely in the cloud.

Social media & Working in the cloud

iz zacrmy Aaen you wi e

@ what types of rormation are sate 1 share v socH meda.
= what isks ave inveived in the shanng of nformation via 3 cioud servic:
@ how you can prevert fhese ks

This securty flash consiets of & video and 3 questions. You wil need 1o answer 2 of the 3 questions comecty in
order o pazs.

Good luck!

Engagement Score Engagement Score - Mo

Social media &
working in the cloud
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Engagement Dimensions - All Teams.

Net Promoter Score.
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Develop a continuous multi channel communication program
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The new way of warking
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Strong Passwords The New Way of Working Use of Passwords
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Test & confrontation Inform, knowledge & skills

Report compliance
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Take aways to create a positive security culture

Develop a long term communication program
Measure behaviour & confrontation

Train knowledge & skills continuously
Give direct Feedback & show behavioural compliance
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. Contact InfFormation
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info@beonedevelopment.com +31 (0)35 20 30 216 Bergweg 44
1217 SC Hilversum
The Netherlands

For more information see our website: www.beonedevelopment.com



http://www.beonedevelopment.com/

